Securing an EMS Account

Two-Factor Authentication

From the Element homepage, click Sign In then Admin Dashboard to be taken to the EMS Control Panel. If you

aren't logged in already, you will be presented with the login screen - sign in using your details to be taken to the
EMS Control Panel.

@ element Product v  Solutions v  Pricing Resources v  Signin » Get started

Open Element web

Admin dashboard

Sign In

Email
Password

Forgot Password?

[+] Not seeing your usual login option?

New user? Register

Click Your Account , found in the top right, then select Account, or goes directly there from this link, Account
Page.
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@ Your Account ~

- Account

R RillinA

This page contains details about your account, to secure your account, you will need to click Authentication
Settings found at the bottom of the Edit your profile section.
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Your Account

Name:

Email:

Matrix ID: @

Company
Name:

EU VAT ID: @

Consent to d
marketing?: ®

Authentication Settings

This will take you to your Account Console, where you can manage your account security settings. Click Signing
In under Account Security , then from the Two-factor authentication section click Setup an authenticator
application .
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Account security

Control your password and
account access
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Authenticator application Set up authenticator application

Enter a verification code from authenticator application.

You will need to reauthenticate to confirm your identity, then follow the steps provided to setup a mobile
authenticator.


https://ems-docs.element.io/uploads/images/gallery/2023-08/image-1691055925565.png
https://ems-docs.element.io/uploads/images/gallery/2023-08/image-1691055946973.png

R

@ Please re-authenticate to continue

Email

Password

Forgot Password?

[+] Not seeing your usual login option?

Mobile Authenticator Setup

1. Install one of the following applications on your mobile:

o FreeQTP
o Google Authenticator

2. Open the application and scan the barcode:

Unable to scan?
3. Enter the one-time code provided by the application and click Submit to finish the setup.
Provide a Device Name to help you manage your OTP devices.

One-time code *

Device Name *
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If you're planning on using a password manager, you may not be able to scan the QR code. Simply click Unable
to scan , copy the code and paste it into your password manager. Configuration values are provided below the
code, should your application require this information. To complete this process, provide a generated code from
your device / password manager, give it a recognisable device name then click Submit .

Two-factor authentication

Authenticator application

Enter a verification code from authenticator application.
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You can confirm this was successful, as you will see the device listed under the Two-factor authentication
section.

Changing your EMS Account Email

From the Element homepage, click Sign In then Admin Dashboard to be taken to the EMS Control Panel. If you
aren't logged in already, you will be presented with the login screen - sign in using your details to be taken to the
EMS Control Panel.

@ element Product v  Solutions v  Pricing Resources v  Signin A Get started

Open Element web

Admin dashboard
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Sign In

Email
Password

Forgot Password?

[+] Not seeing your usual login option?

New user? Register

Click Your Account , found in the top right, then select Account, or goes directly there from this link, Account
Page.
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This page contains details about your account, to change your email, simply edit the existing email present and
then click Save , a banner will appear asking you to verify this new email address.


https://ems-docs.element.io/uploads/images/gallery/2023-08/image-1691055581048.png
https://ems.element.io/user/account
https://ems.element.io/user/account
https://ems-docs.element.io/uploads/images/gallery/2023-08/image-1691055644130.png

Your Account

Name:

Email:

Matrix ID: @

Company

Name:

EU VAT ID: @

Consent to d
marketing?: ®

Authentication Settings

Please verify your email address. Resend link

You will recieve an email, simply click the Confirm Email Address button in the email to verify this new address.
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Please confirm your email address by clicking the link below.

It's important to confirm your email address so you can use it to regain access

to your account if you forget your password.

We also may need to send you critical information so it's important we have

accurate contact information.

Confirm Email Address

Thanks,
The Element Team
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