Export and Import E2ZE Room Keys

Element Web and Desktop

Export

1. Goto Element Security & Privacy settings

0 demo e ¢ encrypted tesi

() Search demo
@demo:ems-demo-s...
People

Rooms A Notification settings
e #general:ems-demo-stagint @  Security & privacy
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System Alerts

9 System Alerts

® Feedback

0 Sign out

2. Click Export E2E room keys

Cryptography

Export E2E room keys Import E2E room keys

3. Enter a secure passphrase and click Export
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Export room keys

I This process allows you to export the keys for messages you have received in encrypted rooms to a local
file. You will then be able to import the file into another Matrix client in the future, so that client will also be

able to decrypt these messages.

The exported file will allow anyone who can read it to decrypt any encrypted messages that you can see,
so you should be careful to keep it secure. To help with this, you should enter a passphrase below, which
will be used to encrypt the exported data. It will only be possible to import the data by using the same
passphrase.

Enter passphrase

Confirm passphrase

"

. Choose to save the file

® 00 Opening element-keys.txt
You have chosen to open: ?
=]
4 glement-keys.txt
which is: Visual Studio Code Document (167 bytes)
from: blob:
What should Firefox do with this file?
 Openwith Visual Studio Code (default)
O save File
' Do this automatically for files like this from now on.
y |

. Select a directory on your computer
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1. Go to Element Security & Privacy settings
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2. Click Import E2E room keys

Cryptography

Export E2E room keys Import E2E room keys

3. Click Browse

File to import
Browse... Mo file selected.

4. Select your exbort

B < g ~ Er Bl temp o Q,
Favorites
element-keys.txt
|
I 5 temp element-keys.txt

Cancel m

5. Enter your passphrase and click Import
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| Import room keys

This process allows you to import encryption keys that you had previously exported from another Matrix
client. You will then be able to decrypt any messages that the other client could decrypt.

The export file will be protected with a passphrase. You should enter the passphrase here, to decrypt the
file.

File to import
Browse... element-keys.txt

Enter passphrase

Element 10S

Export

1. Tap the cog in the top left of Element
2. Tap Security

SECURITY

Security

NOTIFICATION SETTINGS

3. Tap Export keys manually
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CRYPTOGRAPHY

Session name: Mobile
Session ID:
Session key:

4. Enter a secure passphrase and tap Export
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Export room keys

This process allows you to export the

keys for messages you have received

In encrypted rooms to a local file. You

will then be able to import the file into

another Matrix client in the future, so

that client will also be able to decrypt
these messages.

The exported file will allow anyone who
can read it to decrypt any encrypted
messages that you can see, so you

should be careful to keep it secure.
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5. Choose Save to Files

Save to Files

6. Choose a location then tap Save

“riot-keys.txt"” will be saved to iCloud Drive.

riot-keys

B iCloud Drive

Import

This is a temporary solution until this issue is resolved

1. Tap the inthe bottom right corner
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2. Tap Create room

3. Tap the room name (Empty room) at the top
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Empty room >

You joined
demo 15:13

You made future room history visible to all room
members.

4. Tap the room name again

Empty room

. Under Advances, enable encryption

ADVANCED

Room ID: !'pEBMaQtbByDHpZt...o-staging.ems.host

Enable encryption (warning: cannot be .
disabled again!)

6. Tab Done in the top right



https://ems-docs.element.io/uploads/images/gallery/2023-12/image-1702387941450.PNG
https://ems-docs.element.io/uploads/images/gallery/2023-12/image-1702387950774.PNG
https://ems-docs.element.io/uploads/images/gallery/2023-12/image-1702387959498.PNG

Room Details

ADDRESSES

This room has no local addresses

Add new address (e.g. #foo:ems-demo-staging.ems...

SHOW FLAIR FOR COMMUNITIES

Add new community ID (e.g. +foo:ems-demo-stagin...

ADVANCED

Room ID: !'pEBMaQtbByDHpZt...o-staging.ems.host

Enable encryption (warning: cannot be
disabled again!)

7. Tabthe tosend afile
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O Send an encrypted message...

8. Tap Send file

9. Browse to and select your export
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Recents

Q Search

riot-keys
15:16

10. Tap the file you just sent

demo

You made future room history visible to all room
members.

You turned on end-to-end encryption.

riot-keys.txt

11. Tap Import
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This file contains encryption keys
exported from a Matrix client.
Do you want to view the file content or

Import the keys it contains?

12. Enter your passphrase and tap Import
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Import room keys

This process allows you to import
encryption keys that you had
previously exported from another
Matrix client. You will then be able to
decrypt any messages that the other
client could decrypt.

The export file is protected with a
passphrase. You should enter the
passphrase here, to decrypt the file.

Element Android

Export
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1. Tap your user picture in the top right
2. Tap the cog

demo
@demo:ems-demo-staging.ems.host {5;

o All Communities >

3. Tap Security & Privacy

Settings

General

» 4+ O 2

Notifications

Preferences

lgnored users

P 0 O

Security & Privacy


https://ems-docs.element.io/uploads/images/gallery/2023-12/image-1702388065936.png
https://ems-docs.element.io/uploads/images/gallery/2023-12/image-1702388081154.png

4. Tap Export E2E room keys

Cryptography Keys Management

Encrypted Messages Recovery
Manage Key Backup

Export E2E room keys
Export the keys to a local file

Import E2E room keys
Import the keys from a local file

5. Select a location and a file name, then tap SAVE

element-megolm-export-¢

< O O

6. Enter a secure passphrase, then tap EXPORT


https://ems-docs.element.io/uploads/images/gallery/2023-12/image-1702388094066.png
https://ems-docs.element.io/uploads/images/gallery/2023-12/image-1702388106399.png

Export room keys

Please create a passphrase to encrypt the
exported keys. You will need to enter the
same passphrase to be able to import the
keys.

~ Create passphrase

~ Confirm passphrase

EXPORT

Import

1. Tap your user picture in the top right
2. Tap the cog
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demo
@demo:ems-demo-staging.ems.host {%
o All Communities >
3. Tap Security & Privacy
Settings
General

» 4+ O 2

Notifications

G

Preferences
e lgnored users

ﬂ Security & Privacy

4. Tap Import E2E room keys
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Cryptography Keys Management

Encrypted Messages Recovery
Manage Key Backup

Export E2E room keys
Export the keys to a local file

Import E2E room keys
Import the keys from a local file

5. Browse to and select your export
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Downloads

Images Audio

FILES ON DOWNLOADS

element-megol...
169B 2:50 PM

6. Enter your passphrase and tap IMPORT
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Import room keys

Import e2e keys from file "element-megolm
-export-@demo_ems-demo-staging.ems
.host-2020-08-21.txt".

~ Enter passphrase

IMPORT
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