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Add Email to Your Account

1. Go to Element All settings

o demo v e @ encrypted test room

Q Search demo
@demo:ems-demo-s...

~ People
¥ Rooms & Notification settings
encrypted test room . )
G yP @ Security & privacy
» System Alerts )
£+ All settings
e #general:ems-demo-staging.t
© Feedback
9 System Alerts
@ Sign out

2. Enter your email address and click Add

Email addresses

Email Address _
(ems—demo@ = L

3. When you get this message, check your email
Email addresses

Email Address
ems-demo@

We've sent you an email to verify your address. Please follow the instructions
there and then click the button below.

4. Click the link in the email. Make sure it opens in another tab/window, leaving your Element client where
it is
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' O ® [ems-demo-staging.ems.host] Validate your email

QGet Messages v # write [ Chat @Address Book © Tag v

9 Reply % Reply Al v  ~ Forward @Archive 0 Junk @Delete More
From Ems-demo-staging Element notifications <noreply@ems-demo-staging.ems.host> ¥¥
Subject [ems-demo-staging.ems.host] Validate your email 11:5

To ems-demo@um m—y

A request to add an email address to your Matrix account has been received. If tk
was you, please click the link below to confirm adding this email:

https://ems-demo-staagind.ems.host/ matrix/client/unstable/add threepid/em:
/submit token?token= &
client secret=

If this was not you, you can safely ignore this email. Thank you.
When you get this message, you can close the verification tab/window and return to Element

B Element | encrypted test room X ems-demo-staging.ems.host/_matr X +

& C © & ems.host

Your email has now been validated, please return to your client. You may now close this window.

6. Go back to Element and click Continue
7. Enter your account password or confirm using SSO, then click Continue

b1

Add Email Address

Confirm your identity by entering your account password below.

Password
{;IIIOII...IIl..l...Il...l...ll.l.l...|

Continue

8. If all worked correctly, your new email should now show up under the Email addresses section in
Element settings. If not, something went wrong and you need to try again
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Email addresses

Email Address
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Change Account Password

Resetting the account password will log out all your sessions. Before doing this, make sure that

e all your sessions are connected to key backup,

If you know your current password

If you do not know your current password

all sessions have backed up all their keys. See Check Cross Signing Status, and
you have your correct key backup passphrase available.

If you know your current password

1. Go to Element All settings

Q demo
Q sedrch

» People

~ Hooms

G encrypted test room

» System Alerts

9 #general:ems-demo-staging.¢

9 System Alerts

. G ® encrypted test room

demo
@demo:ems-demo-s...

A Notification settings

& Security & privacy

£+ All settings

@ Feedback

@ Sign out


https://ems-docs.element.io/check-status
https://ems-docs.element.io/uploads/images/gallery/2023-12/image-1702386226069-24-15-pm.png

2. Enter your current password and your new password
Account

Set a new account password...

Currant password

MNew Password

Confirm password
LR A N B R E R EREEESENEERERERNNERNENEEEREENEEENERENENEEERSEENRENERNRHSEHSSNSNHNESE-R-ERHSEHNRHNENHENRERNLNENHNN]

Change Password

3. You might want to export your E2E room keys . Just to be on the safe side in case something goes

wrong. See also Export and Import E2E Room Keys
4. Click Continue .

Note: This warning is outdated, see this issue

Al
Warning!
Changing password will currently reset any end-to-end encryption keys on all sessions, making encrypted
chat history unreadable, unless you first export your room keys and re-import them afterwards. In future
this will be improved. https://github.com/vector-im/element-web/issues/2671
5. Click oK
L

Success

Your password was successfully changed. You will not receive push notifications on other sessions until
you log back in to them.

6. You now need to sign in again on all your other devices
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If you do not know your current
password

Note, this will only work if you have an email address attached to your Matrix account. If you do not have an email
address attached, contact the administrators of your homeserver. (support@matrix.org does not reset passwords
in any circumstance)

1. Sign out of Element

0 demo v G 9 encrypted te

Q, Search demo

@demo:ems-demo-s... ©
v People
v Rooms A Notification settings

encrypted test room : ,

e yP @ Security & privacy
v System Alerts

£ All settings
e #general:ems-demo-staging.¢

® Feedback
e System Alerts

@ Sign out

[ i

2. Click Sign out
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Sign out

Are you sure you want to sign out?

3. Click "Not sure of your password? Set a new one "
; T TTTTE—

Signin

Sign in to your Matrix account on ems-demo-
staging.ems.host Change

Sign in with Username v
Username

Password

Not sure of your password? Set a new one

Create account

4. Enter your email address, and a new password. Then click Send Reset Email
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Set a new password

Your Matrix account on ems-demo-
staging.ems.host Change

Email
ems-demo@ = =

Password Confirm

A verification email will be sent to your inbox to confirm setting
your new password.

Send Reset Email

Sign in instead

5. Click Continue .
Note: This warning is outdated, see this issue

hnet Channe

Warning!

Changing your password will reset any end-to-end encryption keys on all of your sessions, making
encrypted chat history unreadable. Set up Key Backup or export your room keys from another session
before resetting your password.

6. When you get this message, check your email
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Set a new password

r . ' An email has been sent to ems-demo@ Once you've

followed the link it contains, click below.

I have verified my email address

English (US) ~

7. Click the link in the email. Make sure it opens in new browser tab, leaving your Element client open
® ® [ems-demo-staging.ems.host] Password reset

QGet Messages | v  # Write [ Chat EAddress Book © Tag v

©Reply “©OReplyAll| v ' AForward HArchive )Junk [ Delete More
From Ems-demo-staging Element notifications <noreply@ems-demo-staging.ems.host> 1¢

Subject [ems-demo-staging.ems.host] Password reset

To ems-demo(lse: = &

A password reset request has been received for your Matrix account. If this was you, please click the link
below to confirm resetting your password:

https://ems-demo-staging.ems.host/_synapse/client/password_reset/email
/submit_token?token= ] &
client_secret= ‘&sid=

If this was not you, do not click the link above and instead contact your server administrator. Thank you.

8. Click Confirm changing my password

&4 Element X ems-demo-staging.ems.host/_synz X +

<« cC U a ems.host

You have requested to reset your Matrix account password. Click the link below to confirm this action
If you did not mean to do this, please close this page and your password will not be changed.

Confirm changing my password

9. You can now close this tab and return to Element
& Element X ems-demo-staging.ems.host/_syna X +

&« ¢ 0 & ems.host

Your email has now been validated, please return to your client to reset your password. You may now close this wind

10. Click I have verified my email address

11. Click Return to login screen

12. Sign in like normal with your new password. Note that all your other sessions have been signed out
and you need to sign in again.
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Element Settings

Notice: Please be advised this document is currently a work in progress, some information is currently
missing and will be updated in due course.

Remember: Have you tried - https://element.io/help ?

Don't forget to download our User Guide

Relating to this page, Element Settings, you can specifically check for relevant information from the
Account Management and Settings sections.

Accessing Settings

You can change your Matrix account settings by clicking your profile icon in the top left of the Element client. By
defualt, this will be a coloured circle with the first letter of your Matrix ID. From the presented drop-down menu,
you'll be able to jump into specfic settings straight away, or access 'All Settings'.

You can also use this menu to quickly return 'Home', provide 'Feedback’ and this is where you can 'Sign Out'
from your client.

Disclaimer: The below setting layout / order may change in subsequent client updates, however generally most
settings will still perform the same function.

General


https://element.io/help
https://element.io/user-guide
https://element.io/help#account-management
https://element.io/help#settings

General

Profile
Display Mame
— @
GOl cne .ems.host

Account

Email addresses

C— Remove

Email Address

Phone numbers

Phone Mumber

B 44~

Language and region

English ~

A Discovery

Agree to the identity server (vector.im) Terms of Service to allow yourself to be discoverable
by email address or phone number.

Accept Privacy Motice ' to continue:

[ Accept

Identity server (vector.im)

If you don't want to use vector.im to discover and be discoverable by existing contacts you
know, enter another identity server below.

Enter 2 new identity server

Using an identity server is optional. If you choose not to use an identity server, you won't be
discoverable by other users and you won't be able to invite others by email or phane.

Do not use an identity server


https://ems-docs.element.io/uploads/images/gallery/2023-03/image-1678368932401.png

Profile

Allows you to change your 'Display Name', this is the name seen by others whilst messaging with them. Updating
this will notify all rooms of the change of name. You are also able to upload / change your profile picture, you can
do this by hoovering over the existing picture and clicking.

After making your changing, click 'Save' to set them. You Matrix ID in full is also displayed here for your
reference.

Account

Allows you to add email addresses / phone numbers to your account, as well as change your ‘Language and
Region' setting. Adding of Third-Party IDs requires verifying your login by either supplying your account
password, or using SSO (such as when using Element One).

Discovery

Allows you to agree to the identity server (vector.im) Terms of Service to allow yourself to be discoverable by
email address or phone number, change your identity server. Using an identity server is optional. If you choose
not to use an identity server, you won't be discoverable by other users and you won't be able to invite others by
email or phone.

You can stop using an identity server by clicking 'Do not use an identity server'

Manage integrations

Allows you to turn on or off the use of an integration manager. You the toggle button to configure as desired.

Deactivate account

Allows you to deactivate your account - Warning! Deactivating your account is a permanent action.

Appearance



Customise your appearance

Appearance Settings only affect this Element session.

Theme

Match system theme

 a 1

Use high contrast

Message layout

G Hey you.
You're the
best!

IRC (Experimental)

LS

0 e
Hey yvou. You're the
best!

(&) Modern

Font size
0O e
Hey you. You're the best!
Aa & -

LIse custom size

Show advanced

Image size in the timeline

(@) Default

Large

Hey you. You're the
best!

Message bubbles

Aa
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Appearance settings allows you to customise the look and feel of your client, all settings provide visual
representation of the changes so you can confirm your preferred style. Options include Theme, Message Layout,
Font Size and Image size in the timeline.

Notifications

MNotifications

Enable notifications for this account

Turm off 1o digable noliications on all your devioes and Sectons
Enable notifications for this device

Enable desktop notifications for this session

Show message in desktop notification

Enable audible notifications for this session

Enable email notifications for kieranml+e1i@slement.io

Global o On Maisy
Mess=ages in one-to-one chats (®
Encrypted messages in one-to-one chats (®
Messages in group chats (Y]

Encrypted messages in group chats ]
Mentions & keywords on On Maisy
Mes=zages contaiming my display name ]
Meszages containing my wsemame w®
Messages containing @@room ®
Messages contaiming keywords )

Other o On Meaisy
Whien I'm invited to @ room ]
Call invitation 1]
Meszages sent by bot )

‘When rooms are upgraded ®

Motification targets

Email Notifications kieranmi+elibelement.io

Notification settings allow you to customise default notification settings which are synced to your account,
however you are also able to customise whether you recieve notifications for this specific device. Note: A device
is per client, using both a web-based Matrix client and a Desktop client on the same physical device will still
appear as two separate devices.

Desktop Notifications
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To enable desktop notifications from your client, you can enable the toggle 'Enable desktop notifications for this
session', you can also customise these notifications to also display the message that triggers the notification
using the 'Show message in desktop notification' toggle. When using a web-based Element client, you will also
need to accept permissions allowing the client to display notifications.

Notification types explained

Notification settings allow notifications to be set as either 'Off', 'On' or 'Noisy'.

e Off: You won't be notified when the selected event happens.

e On: You will get a message popping up when the selected event happens, but no sound.

e Noisy: You will get a visual highlight (red badge and/or text highlight), a sound and/or vibration
(depending on the device) when the selected event happens.

For finer tuning, you can easily configure per room notification setting from the context menu you get by clicking
on the ... icon that appears when hovering over the room name in the room list. You can use this to temporarily
mute a room, or make sure you're not missing anything from a given discussion. You can select the following
options:

Mute: You won’t be notified, even if your name or a keyword is mentioned.

Mentions only: You will only be notified for the items that are meant to be ‘noisy’, i.e. your name and
keywords.

All messages: You will get a (silent) naotification for every message happening in the room; your ‘noisy’
events (e.g. your name being mentioned) will still be noisy (red badge and sound).

All messages (Noisy): every message will make a noise on top of the visual notification. Your noisy
events will still be differentiated by a red badge.

Keyword Notifications

From the notification settings you can also add additional keywords to listen for to trigger a notification. You can
directly specify how a notification triggered from these keywords responds in the 'Mentions & keywords' section.

Preferences

Keyboard

Sidebar



Voice & Video

Security & Privacy

Labs

Help & About



Help & About

Bug reporting

f you've submitted a bug wia GitHub, debug logs can help us
D on usage including your use
ich Ul elements you last interacted with, a
other users. They do not contain messages.

Submit debug logs

To report a Matrix-related security issue, please read the Matrix.org Security Disclosure
Puolicy.

For hedp with using Element, click here.

Versions

Element wersion: 111.24 @ ‘

Oidm version: 3.212
Check for update
Lagal

Elerment Privacy Motice
Element Cookie Policy
Default Homeserver Privacy Notice (one.ems.host)

Credits
= The default cover photo is @ Jesiks Roncero used under the terms of CC-BY-5A 4.0
= The twemaji-colr font is @& Mozilla Foundation used under the terms of Apache 2.0.
= The Twemnaoji emaoji art is & Twitter, Inc and other contributors used under the terms
of CC-BY 4.0.

Advanced

Homeserver is https ane . ens . host
dentity server is https://vector_im

¥ Access Token

Your access token gives full access to your account. Do not share it with anyone.

From Help & About you can find important information related to the client itself, such as it's current version, your
homeserver and identity server details as well as links to our FAQ, Legal documents and credits.

Your Access Token

Your access token gives full access to your account via the use of Matrix APIs, you can read more about them
depending on your needs. If you are an Admin of a homeserver, and are using an account with Admin access,

you can make use of the Synapse Admin API. For both admins and regular users, the Matrix APIs can be found

from the latest Matrix Spec page - these include:

e Client-Server API
e Server-Server API
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e Application Service API

e |dentity Service API
e Push Gateway API.

Bug Reporting

If you've experience a bug, the best place to report it is by submitting a bug report to the appropriate Github
repository for your client, the Element account


https://spec.matrix.org/v1.6/application-service-api/
https://spec.matrix.org/v1.6/identity-service-api/
https://spec.matrix.org/v1.6/push-gateway-api/
https://github.com/element-hq

Exporting Messages

Note: If you are an EMS server admin and wish to export your entire EMS server, please see Migrate From EMS
to Self-Hosted.

Using your Element client you can export your Room's message history in HTML, Plain Text or JSON format -
including attachments.

1. Open the room you wish to export message history

P Personal

2. Access 'Room Info' using the icon in the top right
CEBQO A

Room info

8

P @

Personal

People

Files

Export chat

Share room

Room settings

3. Select 'Export Chat', then confirm your desired settings for export


https://ems-docs.element.io/migrate-from-ems-to-self-hosted
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Export Chat

Select from the options below to export chats from your timeline
Format

HTML
Plain Text
JSON

Messages

Current Timeline

Size Limit

Include Attachments

4. Finally click 'Export' - once the export has completed you will be prompted to save an archive of the
export.

Export Successful

Your export was successful. Find it in your Downloads folder.
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Submit Debug Logs

1. Search for other issues of the same problem on
e Element Web and Desktop: https://github.com/element-hg/element-web/issues

e Element iOS: https://github.com/element-hg/element-ios/issues

e Element Android: https://github.com/element-hg/element-android/issues
2. If you cannot find any, create one by clicking New issue , then Get started inthe Bug report section.

L L R

Bugre
Create a report to help us improve

3. Go to the section for your device

e Element Web and Desktop
e Element iOS
¢ Element Android

Element Web and Desktop
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1. Goto Element All settings

o demo

Q Search

~ People

~ Hooms

e encrypted test room

~ System Alerts

G @ encrypted test room

demo
@demo:ems-demo-s...

A

&

@ #general:ems-demo-staging.

9 System Alerts

2. Under Help & About , click Submit debug logs

£ General

@ Appearance

4+ Flair

A Notifications

@ Preferences

R, Voice & Video

@ Security & Privacy

@ Help & About

Motification settings
Security & privacy
All settings

Feedback

Sign out

Settings

Help & About
Bug reporting

If you've submitted a bug via GitHub, debug logs can help us track down the
problem. Debug logs contain application usage data including your username, t
IDs or aliases of the rooms or groups you have visited and the usernames of otl
users. They do not contain messages.

Submit debug logs

Clear cache and reload

To report a Matrix-related security issue, please read the Matrix.org Security
Disclosure Policy.

3. Enter a GitHub issue link and a description. Then click Send logs
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ti
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e e e e e e | e

Submit debug logs
Debug logs contain application usage data including your username, the IDs or aliases of the rooms or
groups you have visited and the usernames of other users. They do not contain messages.

Before submitting logs, you must create a GitHub issue to describe your problem.

Download logs

GitHub issue
https://github.com/vector-im/element-web/issues/39999393

MNotes
If there is additional context that would help in Eil"iEil'_-,"Sil"ig the issue, such as what You were dﬂiﬁg at the
time, room |Ds, user 1Ds, etc., please include those things here,

4. Click OK

W_ e S e g (U P P PR e

Logs sent

Thank you!

Element 10S

1.

Tap the cog in the top left of Element
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Q

PEOPLE

No conversations

2. Scroll down to the OTHER section, then tap Report bug
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OTHER

Version 1.0.12 master #20200916172942

Olm Version 3.1.0

Copyright

Terms & Conditions
Privacy Policy
Third-party Notices

Send anon crash & usage data

Rage shake to report bug

3. Enter a GitHub issue link and a description, make sure Send logs is checked, then click Send
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Bug Report

Please describe the bug. What did you do? What did you
expect to happen? What actually happened?

In order to diagnose problems, logs from this client will be
sent with this bug report. If you would prefer to only send
the text above, please untick:

Send logs

Element Android

1. Tap the three stacked dots in the top right
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90

o Direct Messages Q

2. Tap Report bug

o Rooms Make a suggestion

Rooms Vv Report bug

‘ encrvpted test room 1771

3. Enter a GitHub issue link and a description, make sure Send logs , and Send crash logs are checked,
then tap the send arrow in the top right
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< Bugreport =

Please describe the bug. What did you do? What did you
expect to happen? What actually happened?

Describe your problem here

0/500
If possible, please write the description in English.

In order to diagnose problems, logs from this client will be
sent with this bug report. This bug report, including the logs
and the screenshot, will not be publicly visible. If you would
prefer to only send the text above, please untick:

Send logs .

Send crash logs .
Send screenshot .
0 Rooms Q
Rooms Vv

encrypted test room 12211
o Encrypted message

System Alerts v

#general:ems-demo-staging.ems.ho... 16:38
cobalt joined the room
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